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Why Should Hackers Use FOIA? 
Protect privacy. Expose surveillance. 

Educate the public, especially the non-technical 
public.  

Be A Whistleblower. 

And….. 





FOIA - A Lawful Attack Vector 
Against Government  

Data Collection Systems, 
Pervasive Data Collection,  

and Mass Surveillance 



Uncovering How Agencies Store 
Data Helps Us Understand How 

They Are Thinking, Making 
Decisions, and Organizing 

Information That May Be Used 
Against Us. 



Of Interest:  
The Information the 

Agencies Keep 
& The Ways In Which 

They Keep It 



 Understanding Data Management  
Is A Task Of Reverse Engineering   

By extracting information from the 
agency we can deduce information 
about its systems then make more 
effective requests (Mosaic Theory).



Understanding Agency Data 
Architecture Improves Requests

Agency Systems  
and Search Methods  

May Be Designed to Fail 
 



What Can I Request?  
“Agency Records” 

FOIA Enumerates Categories of Records 
The “Electronic Data” Category Includes: 

 
File Directories



How do Agencies try to Avoid Release?

Obfuscation! 



What Outcomes Can Requesters Expect?
• Depends on the agency and type of record requested.  
• FBI easier than CIA or NSA.  
• DOJ report (2015) 

• Nearly 68,000 requests & 4,109 appeals processed  
• Claimed release rate 93.4% (didn’t define rate) 
• Simple track requests - 69% - average response time 29.83 days.   
• Complex track requests = 31%  
• Exclusions: Law Enforcement  - 154 requests. 
• Exemption: # 5 (agency communications)= < 5% of invoked exemptions. 



Example: FBI Files On Aaron Swartz
• FBI initially released 23 records that mentioned 

him. 

• Not indexed to his name as the “main index.”   

• Later journalists and researchers found his files 
through cross referenced materials. Court ordered 
release.



Understanding Agency Default Searches: 
FBI Case Study 

•FBI Default search doesn’t use 
modern tools 
•uses IBM green screen which is a 
terminal connected to a main frame 
•developed in 1995 

•not web-application based search 
method used by agents in field 

•Decision to index records to this 
system is discretionary.

Image Used In Case 
Challenging FBI Searches



Reverse Engineering to Make FBI Go Beyond Default 
• CRS Central Records System (Data Management System) 

• ACS (Automated Case Support) Portal 
• UNI (Universal Name Index) Search Method 
• ICM (Investigative Case Management) Search Method 
• ECF (Electronic Case File) Search Method



Can Regular People Succeed In 
FOIAs?



A Note On Using FOIA Drafting 
Websites 



Planning (research)
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Drafting a request (15 items)

Anticipating responses

Tracking progress

Appealing and litigating



Planning (research)
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FOIA is… Kafkaesque
Some agencies (ugh)

Won’t even start searching 
until you file suit.
Require that you have proof 
that the things you’re asking 
for exist.

…

!



Who?
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What?

When?

Where?

How?

Branches? Agencies? Bureaus? 

Personal information? About someone else?

Creation? Time frames? Pertinent dates?

Which systems?

Prove record existence? Letter? Attachment?



 
Case Study

My FOIA requests RE: 
Hackers On Planet Earth 

(HOPE) - March 2016



 
Responses to My Requests 

(FBI, Secret Service,  
US Attorney, US Marshals)

Re: HOPE



FBI
1. Acknowledgement email (March 29) 
2. Denial Letter (April 14) 

-Assigned request number.  

-Conducted a search of the CRS to include 
any Electronic Surveillance (ELSUR).  

-Unable to identify “main file” records.  

-Request for additional information about 
the subject of interest (note, the request 
mentioned names) 



Secret Service
1. Acknowledgement Letter 
(April 5) 
• Assigns file number 
• Assigns fee category (“all 

other”) 

2. Denial Letter (July 8)



Secret Service
2. Denial Letter (July 8) 
-“Conducted a reasonable 
search” 
-Reviewed main indices for 
references



US Attorney
4 Letters 

-Assigning tracking number 
-Assigning to Different 
Geographical Divisions,  
-Assigning to Complex Track, 
-Asking If I wanted to 
Continue  
-Asking How Much I’d Pay 



US Marshals

Nothing
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Drafting a request 15
items
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Requester contact information
Date of request receipt
Agency addressee information
Method of transmission (e.g., mail, email, fax)
Subject line (FOIA/PA request; Re: __________)
Request is on behalf of
Subject matter (context and keywords)
Indication of record types
Likely location of records
Record date ranges
Fee waiver eligibility information
Costs you’re willing to incur
Date of expected response
Signature
Enclosures and attachments

Discussion of 
Non Self-

Explanatory 
Items



1 Requester contact information

Be overly 
inclusive



3 Agency addressee information

https://www.foia.gov/report-makerequest.html

https://www.foia.gov/report-makerequest.html


Know your agency!
And your sub-agency. And 

organization. And directorate. And 
branch. And office. And, and, and…



Do your 
research!

https://www.fbi.gov/contact-us/fbi-headquarters/org_chart/organizational_chart

The FBI alone defines an 
organizational hierarchy with 

deep complexity. 

https://www.fbi.gov/contact-us/fbi-headquarters/org_chart/organizational_chart


7 Subject matter (narrative context)

The agency will 
decide how the 

narrative fits into its 
systems and search 

methods.



7 Subject matter (keywords)

The agency is not 
obligated to use 

keywords. 
But you should provide 

it with the terms you 
want used. 

It goes a long way in 
appeals and litigation.



37

Exclusions Exemptions

Exclusions:  
FOIA Doesn’t Apply

Exemptions:  
FOIA Applies but Agency Isn’t Obligated to Release



Exclusions Exemptions
FOIA Doesn’t Apply 
• Ongoing criminal law 

proceedings 
• Law enforcement 

information on confidential 
informants 

• Certain classified 
materials, 
counterintelligence, and 
international terrorism

FOIA Applies, But Agency Doesn’t 
Have to Release 
• National defense 
• Internal personnel regulations* 
• Other law 
• Trade secrets* 
• Inter/intra-agency communications* 
• Personal privacy 
• Law enforcement 
• Audits and reports 
• Geological, geophysical data & 

maps



? ! …



Discretion+

Segregability÷

Urgency!

Remind agency  
1. it has discretion to 
release. 
2. it must segregate 
releasable portions of 
records (not withhold 
entire document) 
3. If qualify for expediting 
(due process interest, 
matters of government 
integrity) 



8 Indication of record types

• Emails 
• Complaint forms 
• Memorandum of investigation 
• Field notes 
• Report of investigation 
• Field operation worksheets 
• Arrest reports 
• Agent’s notes 
• Arrest evaluations 
• Investigations

Examples from the FBI



Record Types: 
Electronic Data 

Software  
Database 

File Directory 
Products of Data Compilation



9 Likely location of records

Tell the agency 
where to look and 

how. 
Research “Systems 

of Records 
Notices” (SORNS).
This can get Kafkaesque again…
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12

11 Fee waiver eligibility information
Costs you’re willing to incur

State the category 
you fall under and 
how much you are 
willing to spend.

IRS
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Anticipating responses



Know what you’ve sent!
Keep a log of requests including 

subjects, dates of delivery and receipt, 
and methods of transmission.
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Tracking progress



Know what you’ve sent & received!
Responses will include agency 

tracking numbers, dates, names and 
titles, and contact information.
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Appealing and litigating



Plan for follow up
20 Business days 
following request 
delivery.

The agency legally owes a response.  
If it fails to meet this timeframe, appeal 
or begin litigation immediately.



When?

What

Always! You can’t litigate until you 
appeal, and many agencies won’t even 
search where you want them to until an 
appeal against default search is filed. 

Appeal “any adverse determination,” 
including full or partial denials of 
requests, procedural denials, and 
exemptions and exclusions.

?



FOIA is a 
living, 

changing 
thing.
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https://www.congress.gov/bill/114th-congress/house-bill/653
H.R.653 - 114th Congress (2015-2016) - FOIA Act

https://www.congress.gov/bill/114th-congress/house-bill/653


Stickers

Caitlin Kelly Henry, Esq.
@sue_the_fed
foia@caitlinkellyhenry.com

!



Questions
I’m also available for training and representation!

Caitlin Kelly Henry, Esq.
@sue_the_fed
foia@caitlinkellyhenry.com

?


