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Why Should Hackers Use FOIA? 
Protect privacy. Expose surveillance. 

Educate the public, especially the non-technical 
public.  

Be A Whistleblower. 

And….. 





FOIA - A Lawful Attack Vector 
Against Government  

Data Collection Systems, 
Pervasive Data Collection,  

and Mass Surveillance 



Uncovering How Agencies Store 
Data Helps Us Understand How 

They Are Thinking, Making 
Decisions, and Organizing 

Information That May Be Used 
Against Us. 



Of Interest:  
The Information the 

Agencies Keep 
& The Ways In Which 

They Keep It 



 Understanding Data Management  
Is A Task Of Reverse Engineering   

By extracting information from the 
agency  we can deduce information 
about its systems then make more 
effective requests (Mosaic Theory).



Understanding Agency Data 
Architecture Improves Requests
Agency Systems and Search Methods  

May Be Designed to Fail 
 

Agency may not use its most powerful system  
for FOIA search. 

May instead use system designed  
to conduct non-responsive search. 



What Can I Request?  
“Agency Records” 

FOIA Enumerates Categories of Records 
The “Electronic Data” Category Includes: 

 
File Directories



How do Agencies try to Avoid Responding?

•Obfuscation! 



How do Agencies Try to Avoid Releasing?
• To the untrained eye, agency response letters make it seem 

like agency conducted search. However, with training you 
may find that the agency didn’t search where records were 
most likely to be found. 

• Agencies aren’t required to use their most powerful data 
system to perform FOIA searches. Agencies may have a 
dedicated indexing type system that is used for fulfilling 
FOIAs. The staff may not enter records in that system at all, 
or may not use a method of indexing the records that would 
make finding the records easy. 



What Outcomes Can Requesters Expect?
• Depends on the agency and type of record requested.  
• FBI easier than CIA or NSA.  
• DOJ report (2015) 

• Nearly 68,000 requests processed  
• Claimed release rate 93.4% (didn’t define rate) 
• Simple track requests - 69% - average response time 29.83 days.   
• Complex track requests = 31%  
• Appeals processed 4,109 
• Use of Law Enforcement Exclusions  - 154 requests (0.22% of all requests processed). 
• Exemption 5 counted for less than 5% of invoked exemptions. 



Aaron Swartz
• FBI said it did not index a “main file” to his name (search using UNI/ACS/

CRS ).  

• FBI’s policy is to limit its search to a name search of its main files unless court 
orders otherwise. 

• FBI initially released 23 records that mentioned him, but were not indexed to 
his name as the “main index.”   

• Later journalists and researchers found his files through cross referenced 
materials and case numbers. Court ordered release. 

• File Number 228A-WF-238943. 

• Case number 315T-HQ-C1475879



Understanding Agency Default Searches: 
FBI Case Study 

•FBI Default search doesn’t use modern tools 
•uses IBM green screen which is a terminal 
connected to a main frame 

•not web-application based search method 
•developed in 1995 

•Decision to index records to this system is 
discretionary. 

•Obstructing FOIA is to agency advantage 
•Not system agents use in field 
•caitlinkellyhenry.com/foia has detailed training on 
this topic.  Image Used In Case 

Challenging FBI Searches

http://caitlinkellyhenry.com/foia


Understanding Agency Default Searches: 
FBI Case Study 

Reverse Engineering to Make Agency Go Beyond 
• CRS Central Records System (Data Management System) 

•ACS Automated Case Support  (Portal) 
•UNI Universal Name Index (Search Method) 
• ICM Investigative Case Management (Search Method) 
•ECF Electronic Case File (Search Method)



Understanding Agency Default Searches: FBI Case Study 
Reverse Engineering to Make Agency Go Beyond 

•CRS (Central Records System) - Data System. 
•ACS (Automated Case Support) “Portal” to search CRS up to “secret” classification 
level (IBM terminal to main frame, not web-application based). 

•UNI (Universal Name Index) Default ACS search of CRS. Only searches names 
and cross references with identifiers Agents must choose to index the names as a 
main file or cross referenced name. Can search main and cross referenced 
indexes. Can’t search key words but index is recorded with identifying information 
such as DOB, birthplace, race, sex, locality, SSN, address, date of event. 

•ICM (Investigative Case Management) Case management tool for documents 
involved in an ongoing investigation. Must specifically request and provide details  

•ECF (Electronic Case File) Capable of *text search* for key words. Can be 
searched by both structured (i.e., formatted fields such as From/To) and 
unstructured (i.e., full text) means. FBI refuses to use. 



Can Regular People Succeed In FOIAs?
• Yes, but 

• It is likely for agency to send a letter that seems like it searched and found 
nothing. 

• EX. FBI will say it searched CRS but not mention that it didn’t search the 
FOIA Document Processing System (“FDPS”). 

• You must be prepared to research and fight for months or years to get 
agency to find records, then argue for exemptions/exclusions, then decide 
about release. 

• This takes preparation.



• Privacy/security 

• Privacy act requests require identifiers such as DOB/SSN. Research if 
concerned about electronic transmission.  

• Template may be missing details on instructing the agency in record type and 
in search method.    

• Don’t write an “any and all” request. Once you know how the FBI structures 
its files and how it trains staff (see other slides), you know why you need to 
be specific.

A Note On Using FOIA Drafting Websites 



Planning (research)

20

Drafting a request (15 items)

Anticipating responses

Tracking progress

Appealing and litigating



Planning (research)

21



Who?

22

What?

When?

Where?

How?

Branches? Agencies? Bureaus? 

Personal information? About someone else?

Creation? Time frames? Pertinent dates?

Which systems?

Prove record existence? Letter? Attachment?



1. Who:

What agency/agencies would have the information you want? FOIA applies to Executive branch agencies not the 
Legislative or Judicial branches.    

2. What information do you want:

Who are you, and might any fee waivers apply? 

Is it about you? Then you have a Privacy Act request, not a FOIA. 

3. When:

When was the information created or produced? 

What time period of records are you searching for? 

4. Where:

Where/how might the agency store the information? Know particular agency’s systems. 

What format is that information in?  

Might any exceptions/exemptions/exclusions apply? How might you anticipate and creatively avoid them? 

5. How:

How can you prove these records exist? 

What can you describe in a letter? What can you attach?  23



• You	
  need	
  to	
  know	
  what	
  you	
  are	
  looking	
  for	
  and	
  
where	
  the	
  agency	
  might	
  find	
  it.	
  	
  

• You	
  should	
  provide	
  instruc;ons	
  to	
  someone	
  who	
  
is	
  unfamiliar	
  with	
  the	
  topic	
  to	
  be	
  able	
  to	
  find	
  it.	
  	
  

• The	
  agency	
  doesn’t	
  have	
  to	
  create	
  records	
  for	
  you.	
  	
  
• The	
  agency	
  doesn’t	
  have	
  to	
  research	
  for	
  you.	
  	
  
• Make	
  it	
  easy	
  for	
  someone	
  who	
  doesn’t	
  share	
  your	
  

background	
  knowledge,	
  and	
  for	
  a	
  judge	
  later	
  on.

24



FOIA Privacy Act
Who can 

seek 
records? 

Any person (broad) Individual (narrow), citizen, lawful 
permanent resident

What can 
they seek? 

“Agency Record” (broad),  
 that already exists,  

if not subject to 9 exemptions,  
or 3 exclusions

“Systems record” (narrow) 
that already exists,  

with written consent, 
if not subject to 12 exemptions, 

or 12 exceptions

Request Both

25



Plan for follow up
20 Business days 
following request 
delivery.

The agency legally owes a response.  
If it fails to meet this timeframe, appeal 
or begin litigation immediately.



FOIA is… Kafkaesque
Some agencies (ugh)

Won’t even start searching 
until you file suit.
Require that you have proof 
that the things you’re asking 
for exist.

…

!



 
Case Study

My FOIA requests RE: 
Hackers On Planet Earth 

(HOPE) - March 2016



 
Responses to My Requests 

(FBI, Secret Service,  
US Attorney, US Marshals)

Re: HOPE



FBI
1. Acknowledgement email (March 29) 
2. Denial Letter (April 14) 

-Assigned request number.  

-Conducted a search of the CRS to include 
any Electronic Surveillance (ELSUR).  

-Unable to identify “main file” records.  

-Request for additional information about 
the subject of interest (note, the request 
mentioned names) 



Secret Service
1. Acknowledgement Letter 
(April 5) 
• Assigns file number 
• Assigns fee category (“all 

other”) 

2. Denial Letter (July 8)



Secret Service
2. Denial Letter (July 8) 
-Conducted a reasonable 
search 
-Reviewed main indices for 
references



US Attorney
4 Letters 

-Assigning tracking number 
-Assigning to Different 
Geographical Divisions,  
-Assigning to Complex Track, 
-Asking If I wanted to 
Continue  
-Asking How Much I’d Pay 



US Marshals

Nothing
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Drafting a request (15 items)
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Requester contact information
Date of request receipt
Agency addressee information
Method of transmission (e.g., mail, email, fax)
Subject line (FOIA/PA request; Re: __________)
Request is on behalf of
Subject matter (context and keywords)
Indication of record types
Likely location of records
Record date ranges
Fee waiver eligibility information
Costs you’re willing to incur
Date of expected response
Signature
Enclosures and attachments
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11

10

9
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7
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5

4

3

2

1

15

14

13

Requester contact information
Date of request receipt
Agency addressee information
Method of transmission (e.g., mail, email, fax)
Subject line (FOIA/PA request; Re: __________)
Request is on behalf of
Subject matter (context and keywords)
Indication of record types
Likely location of records
Record date ranges
Fee waiver eligibility information
Costs you’re willing to incur
Date of expected response
Signature
Enclosures and attachments

Generally 
self-

explanatory



12

11

10

9

8

7

6

5

4

3

2

1

15

14

13

Requester contact information
Date of request receipt
Agency addressee information
Method of transmission (e.g., mail, email, fax)
Subject line (FOIA/PA request; Re: __________)
Request is on behalf of
Subject matter (context and keywords)
Indication of record types
Likely location of records
Record date ranges
Fee waiver eligibility information
Costs you’re willing to incur
Date of expected response
Signature
Enclosures and attachments

Potentially 
a bit 

trickier



1 Requester contact information

Be overly 
inclusive



•Mailing	
  address	
  	
  
•If	
  you	
  send	
  it	
  by	
  mail,	
  you	
  are	
  likely	
  to	
  get	
  a	
  mail	
  response,	
  make	
  
sure	
  someone	
  is	
  checking	
  the	
  address.	
  

•Email	
  address	
  	
  
•If	
  you	
  send	
  it	
  by	
  email,	
  or	
  if	
  you	
  want	
  to	
  the	
  agency	
  to	
  follow	
  up	
  
with	
  emails,	
  which	
  may	
  expedite	
  the	
  request.	
  

•Think	
  about	
  privacy/security	
  implica;ons	
  of	
  electronic	
  
transmission.	
  

•Phone	
  number	
  
•If	
  you	
  want	
  to	
  accept	
  agency	
  calls	
  clarifying	
  the	
  scope	
  of	
  the	
  
request

40

Requester Contact Information1
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• Deadline clock starts 
running upon agency 
receipt. 

• On the letter indicate day 
you

• transmit it.
• anticipate agency will 

receive . 
• you anticipate response 

by. 

13

Date of Request  
& Date Anticipate Receipt

2



3 Agency addressee information

https://www.foia.gov/report-makerequest.html

https://www.foia.gov/report-makerequest.html


Know your agency!
And your sub-agency. And 

organization. And directorate. And 
branch. And office. And, and, and…



Do your 
research!

https://www.fbi.gov/contact-us/fbi-headquarters/org_chart/organizational_chart

The FBI alone defines an 
organizational hierarchy with 

deep complexity. 

https://www.fbi.gov/contact-us/fbi-headquarters/org_chart/organizational_chart
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4 Method of transmission

Important for 
tracking 
multiple 
requests



•List	
  how	
  you	
  sent	
  it,	
  so	
  you	
  can	
  track	
  each	
  request	
  you	
  make	
  
whether	
  by	
  mail,	
  email,	
  or	
  fax.	
  You	
  can	
  then	
  confirm	
  receipt	
  with	
  
agency	
  if	
  it	
  denies	
  receiving	
  it.	
  	
  

•Keep	
  a	
  spreadsheet	
  of	
  cerDfied	
  mail	
  log	
  numbers,	
  and	
  when	
  you	
  
receive	
  a	
  response	
  to	
  that	
  request	
  number,	
  and	
  what	
  date	
  you	
  
receive	
  the	
  response.	
  

•If	
  you	
  send	
  a	
  fax,	
  print	
  a	
  confirmaDon	
  of	
  transmission.	
  	
  
•If	
  you	
  send	
  an	
  email,	
  make	
  a	
  PDF	
  of	
  the	
  sent	
  transmission	
  and	
  
keep	
  it	
  it	
  in	
  a	
  folder	
  with	
  your	
  other	
  documents.	
  

•You	
  may	
  need	
  these	
  copies	
  later,	
  especially	
  if	
  you	
  are	
  going	
  to	
  
liDgate.	
  

46

Method of Transmission4
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Subject Line (context)5

• In	
  leFer	
  heading	
  	
  
• Use	
  RE:	
  format	
  

• List	
  whether	
  it	
  is	
  FOIA	
  or	
  Privacy	
  Act	
  or	
  
FOIA/PA	
  (both)	
  request.(Restate	
  this	
  in	
  
the	
  first	
  sentence).	
  	
  

• Once	
  you	
  have	
  reference	
  number,	
  include	
  
it.	
  

• List	
  a	
  brief	
  summary	
  of	
  your	
  request	
  topic:	
  
• Topic	
  may	
  make	
  it	
  into	
  the	
  annual	
  report.	
  
• Note:	
  Your	
  request	
  is	
  itself	
  public	
  

informa;on.	
  So	
  your	
  adversaries	
  or	
  
colleagues	
  can	
  request	
  your	
  requests	
  or	
  
see	
  that	
  you	
  made	
  a	
  request.	
  Your	
  name	
  
will	
  be	
  on	
  file	
  with	
  the	
  agency	
  as	
  having	
  
created	
  an	
  agency	
  record.	
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Who Is Making/Subject of Request6

• For	
  Self	
  
• Include	
  a	
  Privacy	
  Act	
  Cer;fica;on	
  

of	
  Iden;ty.	
  	
  
• For	
  Other	
  
• If	
  living	
  &	
  have	
  consent,	
  	
  

• Include	
  their	
  Cer;fica;on	
  of	
  
Iden;ty/Authoriza;on	
  to	
  
Release.	
  

• If	
  deceased	
  
• Submit	
  proof	
  of	
  death	
  (obituary,	
  

death	
  cer;ficate,	
  etc.)



7 Subject matter (narrative context)

The agency will 
decide how the 

narrative fits into its 
systems and search 

methods.
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7 Subject matter (narrative context)

Provide a sentence 
or two that generally 
describes records 
you are looking for. 



7 Subject matter (keywords)

The agency is not 
obligated to use 

keywords. 
But you should provide 

it with the terms you 
want used. 

It goes a long way in 
appeals and litigation.
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7 Subject matter (keywords)

Make it easy for a staff 
person unfamiliar to the 
subject to type relevant 

terms into a data 
management system.
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Exclusions Exemptions

Exclusions: FOIA Doesn’t Apply 
Exemptions: FOIA Applies but Agency Isn’t Obligated to Release 
• Release is discretionary, and new laws “presume” disclosure 
• Read the exclusions and exemptions and try to anticipate what 

arguments the agency might make in order to not release. 
• Provide an example of how someone else overcame an 

argument in a similar matter.  
• Each agency has online “FOIA Reading Room” for research.



Will exclusions or exemptions swallow the releases? 
• Not necessarily! 
• Agency may exclusion/

exemption. 
• You can fight it! 

• Find cases that are similar 
to your case, and show how 
the agency was force to 
release records in those 
circumstances. 

Records

Exclusions/
Exemptions



Exclusions Exemptions
FOIA Doesn’t Apply 
• Ongoing criminal law 

proceedings 
• Law enforcement 

information on confidential 
informants 

• Certain classified 
materials, 
counterintelligence, and 
international terrorism

FOIA Applies, But Agency Doesn’t 
Have to Release 
• National defense 
• Internal personnel regulations* 
• Other law 
• Trade secrets* 
• Inter/intra-agency communications* 
• Personal privacy 
• Law enforcement 
• Audits and reports 
• Geological, geophysical data & 

maps



? ! …



Discretion+

Segregability÷

Urgency!

Remind agency  
1. it has discretion to 
release. 
2. it must segregate 
releasable portions of 
records (not withhold 
entire document) 
3. If qualify for expediting 
(due process interest, 
matters of government 
integrity) 
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Discretion & Presumption of Release

• 2016 FOIA Reform Act presumes  
openness and release.

Remind Agency



8 Indication of record types

• Emails 
• Complaint forms 
• Memorandum of investigation 
• Field notes 
• Report of investigation 
• Field operation worksheets 
• Arrest reports 
• Agent’s notes 
• Arrest evaluations 
• Investigations

Examples from the FBI



Record Types: 
Electronic Data 

Software  
Database 

File Directory 
Products of Data Compilation



Decision to Release Electronic Data is 2 part

• Question 1: Is electronic data agency record? 

• Records and information created, stored, and 
retrievable by electronic means (my exclude 
software, source code, and object code) 

• Question 2: Does exclusion or exemption 
apply? 

61



Question 1: Is electronic data agency record? Examples

Yes - agency record (per statute)
• Products of data compilation 
• Underlying data processed/produced by software and/or stored in software 
• Data is embedded within software and can’t be extracted without software (maybe)  
• Software reveals information about organizations, policies, functions, decisions (e.x. 

budgeting models, optimization models) (maybe) 

Yes - agency record (per cases)
• Computer programs unique to underlying database used by scientific researcher 
• Agency computer’s file directory 
• Agency software program used to determine how to perform audits 
• Data tapes created by firms acting on behalf of agency 
• Computer tape and tabulations prepared by agency for non-profit

62



Question 1: Is electronic data agency record? Examples
• No - not agency record (per statute)

•  Tools for creating records (unless a source of information about policies) 

• Information in a computer where no program can retrieve it 

• Commercial or financial information received in confidence (related to loans, bids, contracts, proposals, trade secrets, 
proprietary data) 

• Scientific research in grant applications 

• Privately funded technical or scientific data.  

• No - not agency record (from cases)

• Video conferencing software created by a contractor and licensed to Agency 

• Underlying medical research data used by researchers funded by government 

• University collected tomography and pulmonary function testing data 

• Commercial GPS software used by agency 

• If no screenshot exists, agency is not obligated to create screen shot 

• Entirety of legal case records in electronic database agency has access to, but has not used, transferred, assigned, or 
stored.

63



Question 2: Should record be released (case examples)

Yes 
• Not exempt under deliberative process exemption (b)(5). 

• Court rejected argument that inter- and intra-agency memorandums and letters 
exemption applied to data tapes created on behalf of agency.  

No  
• Exempted for internal personnel rules and practices of agency (b)(2). 

• Program used to perform calculations to evaluate lawfulness during investigation.  
• Exempted for trade secrets and commercial or financial information (b)(4).  

• Software and technical documentation related to video conferencing. 
• Exempt under deliberative process exemption (b)(5). 

• Materials part of purely internal deliberative process discussing benefits, 
detriments, and suitability of implementing technological upgrades or 
enhancements to software programs.

64



9 Likely location of records

Tell the agency 
where to look and 

how. 
Research “Systems 

of Records 
Notices” (SORNS).
This can get Kafkaesque again…



9 Likely location of records

The Privacy Act 
requires agencies to 
publish information 

about data collection 
“Systems of Records 
Notices” (SORNS) in 
the Federal Register. 

https://www.federalregister.gov/privacy-act-notices-
regs 
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9 Likely location of records

Research	
  agency	
  data	
  management	
  to	
  find	
  out	
  how	
  it	
  stores	
  records.	
  	
  

Examples:	
   	
  
FBI:	
  By	
  default	
  the	
  FBI	
  uses	
  the	
  “CRS”	
  (Central	
  Records	
  System)	
  system	
  and	
  
only	
  does	
  a	
  “UNI”	
  (Universal	
  Name	
  Index)	
  name	
  search.	
  

US	
  ALorney:	
  By	
  default	
  searches	
  its	
  “LIONS”	
  system	
  with	
  a	
  “par;cipant”	
  
name	
  search.	
  	
  

If	
  you	
  want	
  agency	
  to	
  search	
  in	
  other	
  data	
  systems	
  and	
  by	
  a	
  method	
  other	
  
than	
  a	
  name	
  search,	
  you	
  should	
  indicate	
  the	
  other	
  method	
  of	
  search	
  
performance	
  you	
  are	
  reques;ng
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10 Record Date Range

Do you want to  
“catch ‘em all?”



12

11 Fee waiver eligibility information
Costs you’re willing to incur

This can be 
expensive. Figure 
out ahead of time 

what you’re willing 
to spend.
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12

11 Fee waiver eligibility information
Costs you’re willing to incur

State the category 
you fall under.

IRS
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11 Fee waiver eligibility information
Costs you’re willing to incur

State the category 
you fall under.

AddiDonal	
  Category	
  
Public	
  Interest	
  Fee	
  Waivers:	
  all	
  
fees	
  (including	
  duplica;on)	
  can	
  
be	
  waived	
  if	
  the	
  material	
  
requested	
   
(1)	
  “is	
  likely	
  to	
  contribute	
  
significantly	
  to	
  public	
  
understanding	
  of	
  the	
  opera;ons	
  
or	
  ac;vi;es	
  of	
  government”	
  and	
   
(2)	
  “is	
  not	
  primarily	
  in	
  the	
  
commercial	
  interest	
  of	
  the	
  
requester.”	
  	
  



FOIA Privacy Act

Just 
Signature

• Sign your request and  
• have it notarized, or 
• include a statement under penalty of surgery about truth of your 

statements and understanding criminal penalties for false 
requests.  

73

Signature & Proof…12



FOIA Privacy Act

• Fee Waiver eligibility proof 
• Information to prove records 

exist 
• Information about the context 

of your search

• Proof of death (privacy rights end at death) 
• Certification of identity 
• Notary Statement  

74

Attachments…15
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Anticipating responses



Know what you’ve sent!
Keep a log of requests including 

subjects, dates of delivery and receipt, 
and methods of transmission.
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Date%Sent% Transmission%Method% Contact%Informa5on% Tracking%Number% Correspondence%Log% Status%
Deadlines/%
To%%Do%%

US%AAorney%
%

FBI%

CIA%
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Tracking progress



Know what you’ve received!
Responses will include agency 

tracking numbers, dates, names and 
titles, and contact information.



Know all the steps you’ve walked!
Documenting and keeping a complete 
history of events will come in handy in 

the last step…
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Appealing and litigating



When?

What

How

Always! You can’t litigate 
until you appeal, and 
many agencies won’t even 
search where you want 
them to until an appeal 
against their default 
search is filed.

?

?



When?

What

How

Appeal “any adverse 
determination,” including 
full or partial denials of 
requests, procedural 
denials, and exemptions 
and exclusions.

?

?



FOIA is a 
living, 

changing 
thing.
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https://www.congress.gov/bill/114th-congress/house-bill/653
H.R.653 - 114th Congress (2015-2016) - FOIA Act

https://www.congress.gov/bill/114th-congress/house-bill/653
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Limits “draft materials” exemption

Limits on search and publication fees

Stricter timelines for agencies

More time to appeal

One portal for all agencies

Greater request transparency

Presumption of proactive disclosure

Presumption of openness

Mediation available

9

8

6

7

5

3

4

2

1

Electronic formats for releases

10



Questions
I’m also available for training and representation!

Caitlin Kelly Henry, Esq.
@sue_the_fed
foia@caitlinkellyhenry.com

?



Stickers

Caitlin Kelly Henry, Esq.
@sue_the_fed
foia@caitlinkellyhenry.com

!


