
ì	
  

•  Freedom	
  Of	
  Informa-on	
  (FOIA)	
  	
  
and	
  Public	
  Record	
  Act	
  (PRA)	
  Requests	
  
•  General	
  Informa-on	
  About	
  How	
  To	
  Make	
  A	
  Request	
  
•  Making	
  Requests	
  About	
  Yourself	
  (Privacy	
  Act)	
  	
  

•  FBI	
  
•  How	
  understanding	
  emerging	
  data	
  structures	
  used	
  for	
  
file/dossier	
  management	
  improves	
  your	
  request.	
  
•  Older	
  data	
  structures	
  
•  Newer	
  and	
  emerging	
  data	
  structures	
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The	
  Training	
  Resource	
  On	
  My	
  Website	
  
Covers	
  	
  

ì  Part	
  1:	
  DraNing	
  A	
  Request	
  
ì  Selec-ng	
  topics	
  and	
  agencies	
  and	
  types	
  of	
  records	
  requested.	
  
ì  Best	
  prac-ces	
  for	
  draNing	
  request	
  content	
  and	
  format.	
  
ì  Fees	
  &	
  Waivers.	
  
ì  Timelines,	
  An-cipated	
  Responses,	
  Appeals,	
  Tracking.	
  
ì  Excep-ons/Exemp-ons/Exclusions.	
  

ì  Part	
  2:	
  FBI	
  Data	
  Structures	
  
ì  Systems	
  

ì  CRS	
  >	
  ACS	
  (UNI,	
  IDM,	
  ECF)	
  
ì  Sen-nel	
  (ECF)	
  
ì  DIVS	
  

ì  Indexing	
  (Main	
  File,	
  Cross	
  Reference)(Universal	
  Case	
  File	
  Number)	
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Before	
  You	
  Start	
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Plan	
  to	
  Mi-gate	
  Risk	
  
ì  If	
  you	
  are	
  worried	
  about	
  contac-ng	
  the	
  agency	
  directly,	
  you	
  want	
  to	
  have	
  one	
  person	
  who	
  

can	
  submit	
  things	
  for	
  you	
  for	
  the	
  dura-on	
  of	
  the	
  process.	
  	
  	
  
ì  If	
  this	
  person	
  is	
  a	
  journalist	
  or	
  public	
  interest	
  group,	
  it	
  can	
  help	
  you	
  get	
  fees	
  waived.	
  
ì  This	
  person	
  is	
  likely	
  protected	
  from	
  disclosing	
  who	
  is	
  behind	
  the	
  request.	
  	
  
ì  Notably,	
  people	
  can	
  request	
  other	
  peoples’	
  FOIA	
  requests.	
  So	
  if	
  you	
  are	
  an	
  ac-vist	
  

working	
  against	
  a	
  company,	
  that	
  company	
  can	
  get	
  your	
  request.	
  If	
  you	
  are	
  a	
  
journalist,	
  other	
  journalists	
  can	
  get	
  it.	
  On	
  July	
  10	
  the	
  federal	
  government	
  began	
  a	
  
“release	
  to	
  one,	
  release	
  to	
  all”	
  program	
  to	
  simultaneously	
  release	
  FOIA	
  disclosures	
  at	
  
5	
  agencies.	
  

ì  The	
  FBI	
  opens	
  a	
  FOIA	
  specific	
  file	
  for	
  you	
  when	
  you	
  file	
  a	
  request,	
  so	
  by	
  virtue	
  of	
  filing	
  a	
  
FOIA	
  the	
  FBI	
  will	
  maintain	
  a	
  file	
  on	
  you.	
  It	
  is	
  supposedly	
  segregated	
  from	
  inves-ga-ve	
  files.	
  
ì  There	
  is	
  at	
  least	
  one	
  example	
  of	
  an	
  FBI	
  agent	
  visi-ng	
  someone	
  and	
  men-oning	
  the	
  

person’s	
  FOIA	
  as	
  part	
  of	
  the	
  reason	
  for	
  a	
  visit.	
  	
  	
  



Before	
  You	
  Start	
  
Learn	
  the	
  

bureaucracy	
  &	
  
prepare	
  to	
  out	
  

bureaucrat	
  the	
  staff.	
  	
  
ì  To	
  win	
  records,	
  or	
  preserve	
  

your	
  right	
  to	
  sue,	
  you	
  need	
  a	
  
good	
  calendar	
  system,	
  a	
  good	
  
method	
  for	
  tracking	
  cer-fied	
  
mail,	
  and	
  a	
  good	
  filing	
  
methods	
  to	
  keep	
  a	
  
chronologically	
  ordered	
  set	
  of	
  
hard	
  copy	
  and	
  electronic	
  
documents.	
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Be	
  Prepared	
  
ì  You	
  want	
  to	
  list	
  an	
  address	
  that	
  will	
  be	
  

checked	
  regularly,	
  and	
  consistent	
  for	
  a	
  few	
  
years.	
  

ì  Time	
  is	
  of	
  the	
  essence,	
  so	
  you	
  need	
  a	
  way	
  
to	
  check	
  and	
  respond	
  to	
  mail	
  quickly.	
  	
  

ì  Be	
  prepared	
  to	
  file	
  an	
  appeal	
  or	
  a	
  lawsuit	
  
within	
  20	
  days.	
  Have	
  it	
  ready	
  to	
  go	
  in	
  the	
  
event	
  you	
  don’t	
  get	
  a	
  response.	
  A	
  suit	
  can	
  
can	
  be	
  a	
  short	
  cut	
  around	
  an	
  appeals	
  
process	
  that	
  can	
  take	
  months	
  or	
  years.	
  You	
  
can	
  win	
  costs	
  &	
  adorneys’	
  fees	
  if	
  you	
  win	
  
the	
  suit.	
  Ac-ng	
  quickly	
  is	
  one	
  way	
  to	
  help	
  
you	
  win.	
  

	
  



How	
  Understanding	
  FBI	
  Data	
  Structures	
  
Gets	
  You	
  A	
  Better	
  Response	
  

You	
  Need	
  to	
  Know	
  
How	
  to	
  Out	
  Design	
  
the	
  FBI’s	
  Search	
  

ì  The	
  FBI	
  designed	
  its	
  FOIA	
  process	
  
and	
  standard	
  search	
  in	
  ways	
  that	
  
guarantees	
  it	
  will	
  not	
  locate	
  
records.	
  	
  

ì  However	
  it	
  designs	
  systems	
  for	
  
field	
  agents	
  to	
  perform	
  complex	
  
searches	
  for	
  records	
  in	
  non-­‐FOIA	
  
contexts.	
  

ì  Design	
  your	
  request	
  to	
  convince	
  a	
  
court	
  that	
  the	
  FBI	
  should	
  search	
  
using	
  the	
  most	
  powerful	
  methods	
  
instead	
  of	
  the	
  standard	
  methods.	
  	
  	
  

Be	
  Strategic	
  
ì  The	
  FBI	
  is	
  a	
  secret	
  organiza-on.	
  It	
  

wants	
  to	
  keep	
  its	
  files	
  secret.	
  

ì  Perform	
  thorough	
  research	
  on	
  the	
  
agency	
  and	
  request	
  topic	
  before	
  you	
  
submit	
  the	
  request.	
  You	
  only	
  get	
  one	
  
bite	
  at	
  the	
  apple	
  before	
  you	
  have	
  to	
  
start	
  over.	
  It	
  is	
  hard	
  to	
  appeal	
  things	
  
that	
  you	
  didn’t	
  include	
  in	
  the	
  first	
  
leder	
  (such	
  as	
  informa-on	
  you	
  learn	
  
about	
  later).	
  You	
  want	
  to	
  write	
  your	
  
first	
  request	
  as	
  if	
  a	
  lawyer	
  wrote	
  it	
  if	
  
you	
  are	
  hoping	
  to	
  “preserve”	
  anything	
  
for	
  li-ga-on.	
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How	
  Understanding	
  FBI	
  Search	
  Processes	
  
Gets	
  You	
  A	
  Better	
  Response	
  

ì  If	
  you	
  want	
  a	
  search	
  that	
  goes	
  beyond	
  a	
  basic	
  search	
  you	
  will	
  probably	
  
have	
  to	
  sue.	
  	
  
ì  Ini-ally	
  the	
  FBI	
  only	
  searches	
  the	
  Central	
  Records	
  System	
  (CRS)	
  using	
  the	
  

Universal	
  Name	
  Index	
  (i.e.	
  more	
  than	
  just	
  searching	
  if	
  there	
  is	
  a	
  main	
  file	
  
indexed	
  to	
  your	
  name	
  because	
  you	
  were	
  of	
  ongoing	
  inves-ga-ve	
  interest	
  
but	
  the	
  case	
  is	
  closed).	
  

ì  Upon	
  filing	
  a	
  suit	
  the	
  FBI	
  is	
  likely	
  to	
  search:	
  
ì  Using	
  UNI	
  –cross	
  referenced	
  files	
  and	
  not	
  just	
  the	
  main	
  file	
  	
  

ì  Ex:	
  This	
  would	
  be	
  like	
  opening	
  a	
  file	
  folder	
  that	
  was	
  indexed	
  to	
  someone	
  else's	
  
name,	
  and	
  finding	
  the	
  documents	
  about	
  you.	
  	
  

ì  Ex:	
  Your	
  name	
  would	
  be	
  in	
  the	
  text	
  of	
  an	
  email,	
  but	
  not	
  the	
  subject	
  line.	
  
ì  If	
  you	
  li-gate	
  the	
  suit	
  for	
  a	
  while,	
  the	
  FBI	
  may	
  search	
  other	
  data	
  sources:	
  

ì  ELSUR	
  (Electronic	
  Surveillance)	
  
ì  Sen-nel	
  
ì  Other	
  places	
  you	
  jus-fy	
  searching	
  with	
  your	
  thorough	
  research	
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How	
  Understanding	
  FBI	
  Data	
  Structures	
  
Gets	
  You	
  A	
  Better	
  Response	
  

Don’t	
  write	
  an	
  	
  
“any	
  and	
  all”	
  

request	
  
ì  Once	
  you	
  know	
  how	
  

the	
  FBI	
  structures	
  its	
  
files	
  you	
  know	
  why	
  you	
  
need	
  to	
  be	
  specific.	
  	
  
(see	
  longer	
  guide	
  
caitlinkellyhenry.com/
foia)	
  

Be	
  Specific	
  
ì  The	
  FBI	
  uses	
  one	
  system	
  to	
  respond	
  to	
  

FOIA	
  requests	
  unless	
  the	
  requester	
  
specifies	
  otherwise	
  (UNI>ACS>CRS).	
  

ì  FBI	
  staff	
  went	
  to	
  Congress	
  for	
  money	
  for	
  
non-­‐FOIA	
  systems	
  because	
  finding	
  records	
  
in	
  the	
  ACS/CRS	
  system	
  was	
  like	
  “finding	
  a	
  
needle	
  in	
  a	
  haystack.”	
  

ì  FBI	
  field	
  agents	
  and	
  staff	
  use	
  other	
  data	
  
systems	
  (Sen-nel,	
  DIVS)	
  for	
  day	
  to	
  day	
  
field	
  work	
  because	
  those	
  systems	
  are	
  likely	
  
to	
  find	
  records,	
  unlike	
  the	
  FOIA	
  system.	
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How	
  Indexing	
  Works	
  	
  
UCFN	
  (Universal	
  Case	
  File	
  Number)	
  Indexing	
  System	
  
ì  Used	
  to	
  search	
  ICM.	
  Also	
  good	
  to	
  cross	
  reference	
  to	
  find	
  more	
  files	
  aNer	
  

ini-al	
  disclosures.	
  
	
  
ì  Ex	
  111-­‐HQ-­‐12345	
  

ì  111	
  is	
  classifica-on	
  of	
  the	
  type	
  of	
  inves-ga-on	
  (each	
  federal	
  crime	
  
corresponds	
  to	
  a	
  different	
  code)	
  

ì  HQ	
  is	
  the	
  abbreviated	
  form	
  of	
  the	
  Office	
  of	
  Origin	
  “OO”	
  (field	
  office	
  
that	
  opened	
  the	
  case,	
  whereas	
  field	
  offices	
  that	
  receive	
  leads	
  from	
  
the	
  “OO”	
  are	
  called	
  Lead	
  Offices	
  “LO”).	
  

ì  12345	
  Is	
  the	
  individual	
  case	
  file	
  number	
  for	
  the	
  par-cular	
  
inves-ga-on.	
  This	
  is	
  followed	
  by	
  a	
  serial	
  number,	
  as	
  each	
  document	
  
in	
  the	
  file	
  is	
  chronologically	
  serialized.	
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How	
  Indexing	
  Works	
  	
  

ì  For	
  A	
  Default	
  Search	
  of	
  the	
  Central	
  Records	
  System	
  (CRS)	
  
ì  Access	
  is	
  through	
  the	
  General	
  Indices	
  

ì  These	
  are	
  arranged	
  in	
  alphabe-cal	
  order.	
  	
  
ì  The	
  indices	
  are	
  either	
  

ì  Manual	
  -­‐	
  Paper	
  index	
  cards	
  searched	
  manually	
  or	
  	
  
ì  Automated	
  –	
  Electronic	
  indices.	
  

ì  A	
  default	
  search	
  is	
  Via	
  ACS	
  (through	
  UNI,	
  ICM,	
  ECF)	
  
ì  You	
  can	
  also	
  request	
  a	
  special	
  search	
  through	
  Sen-nel,	
  

DIVS,	
  or	
  other	
  data	
  warehouses.	
  
ì  CRS	
  Entries	
  are	
  either	
  

ì  Main	
  File	
  
ì  Cross	
  Reference	
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Portals	
  to	
  ACS	
  
• UNI	
  (default,	
  name	
  search)	
  
• ECF	
  (upon	
  request	
  &	
  proof,	
  text	
  search)	
  (Can	
  search	
  through	
  
Sen-nel,	
  not	
  just	
  ACS/CRS)	
  

•  ICM	
  (upon	
  request	
  &	
  proof,	
  case	
  file	
  number	
  search)	
  	
  

ACS	
  (portal	
  to	
  CRS)	
  

CRS	
  (automated	
  &	
  
manual	
  indices)	
  

10	
  



11	
  

6 
 

at 3, 5.)  As one former FBI executive explained at a Congressional hearing in 2002, 

“there’s  no  mouse,  there’s  no  icon,  there’s  no  year  2000  look  to  it,  it’s  all  very  keyboard  

intensive.”    (Ex.  14  at  15.)      According  to  the  FBI’s  former  Chief  Technology  Officer,  

Jack Israel, ACS is “based  on  old  technology  .  .  .  you’re  dealing  with  the  old  IBM  green  

screens.  You’re  not  dealing  with  a  web-based environment, which every one is used to 

from  the  Internet.”  (Ex.  5  at  3.)     

    

 
Example of an  IBM  3270  “Green  Screen”  Terminal 

 

The  DOJ  OIG  concluded  that  there  were  “national  security  implications  because  the  

FBI is continuing to rely on the ACS and paper files, which hampers FBI agents and 

analysts from adequately searching and  sharing  information  from  investigative  files.”    

(Ex. 14 at 6)(emphasis added).  The FBI has therefore developed and implemented more 

modern systems for case management and searching, which are described in Part 3 of this 

section. 

Case 1:13-cv-00729-PLF   Document 28   Filed 09/26/14   Page 6 of 13

Image	
  of	
  ACS	
  “Portal”	
  
Terminal	
  



DIVS	
  

CRS	
  

ECF	
  ICM	
  
UNI	
  

State	
  Law	
  
Enforcement	
  

ACS	
  

Sen-nel	
  

ELSUR	
  

Local	
  Law	
  
Enforcement	
  

One	
  of	
  122	
  
known	
  
datasets.	
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Describing	
  Where	
  the	
  FBI	
  Should	
  Search	
  
and	
  What	
  It	
  Should	
  Search	
  For	
  

ì  Name	
  Search	
  
ì  The	
  FBI	
  default	
  search	
  (UNI)	
  is	
  

only	
  a	
  name	
  search.	
  You	
  must	
  
affirma-vely	
  request	
  other	
  
types	
  of	
  searches	
  and	
  give	
  
enough	
  facts/argument	
  to	
  
jus-fy	
  why	
  the	
  FBI	
  should	
  
perform	
  the	
  search.	
  	
  	
  

ì  Typically	
  the	
  FBI	
  searches	
  name	
  
varia-ons	
  in	
  conjunc-on	
  with	
  
other	
  iden-fiers	
  such	
  as	
  	
  DOB,	
  
SSN,	
  residence.	
  

ì  Full	
  Text	
  Search	
  
ì  They’re	
  unlikely	
  to	
  do	
  this	
  

in	
  response	
  to	
  your	
  ini-al	
  
request,	
  but	
  you	
  should	
  
ask	
  to	
  preserve	
  it	
  for	
  
appeal/li-ga-on.	
  

ì  Key	
  Word	
  Search	
  
ì  They’re	
  unlikely	
  to	
  do	
  this	
  

in	
  response	
  to	
  your	
  ini-al	
  
request,	
  but	
  you	
  should	
  
ask	
  to	
  preserve	
  it	
  for	
  
appeal/li-ga-on.	
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Types	
  of	
  Records	
  FBI	
  Creates	
  &	
  Maintains	
  

Specify	
  type.	
  Would	
  records	
  be…	
  
ì  Emails	
  
ì  Complaint	
  Forms	
  
ì  Memorandum	
  of	
  Inves-ga-on	
  
ì  Field	
  Notes	
  
ì  Report	
  of	
  Inves-ga-on	
  
ì  Field	
  Opera-on	
  Worksheets	
  
ì  Arrest	
  Reports	
  
ì  Agent’s	
  notes	
  
ì  Arrest	
  Evalua-ons	
  
ì  Inves-ga-on	
  

ì  Specify	
  that	
  you	
  want	
  records	
  
maintained	
  in	
  any	
  form	
  	
  
ì  Including	
  mul-media	
  and	
  

electronic	
  records	
  
ì  Including	
  paper	
  notes	
  

ì  Specify	
  the	
  format	
  you	
  would	
  
like	
  to	
  receive	
  records	
  in	
  
ì  If	
  they’re	
  electronic,	
  ask	
  for	
  a	
  

CD	
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Places	
  to	
  Search	
  –	
  Sentinel	
  	
  

Sen-nel	
  

ì  Newer	
  “Portal”	
  to	
  search	
  CRS,	
  it	
  appears	
  to	
  now	
  be	
  used	
  to	
  
perform	
  ECF	
  text	
  searches	
  (see	
  full	
  FOIA	
  guide).	
  

ì  Can	
  search	
  indexed	
  iden-fiers:	
  persons,	
  organiza-ons,	
  loca-ons,	
  
incidents,	
  property,	
  &	
  communica-on	
  accounts.	
  	
  

ì  Built	
  with	
  a	
  search	
  func-on	
  that	
  has	
  the	
  ability	
  to	
  limit	
  searches	
  to	
  
specific	
  cases	
  and	
  sub-­‐files	
  contained	
  within	
  a	
  case.	
  	
  

ì  Can	
  use	
  Boolean	
  terms	
  and	
  connectors.	
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Places	
  to	
  Search	
  -­‐	
  DIVS	
  
ì  Deployed	
  in	
  October	
  2010	
  

ì  Provides	
  a	
  one-­‐password,	
  access-­‐controlled,	
  integrated	
  search	
  capability.	
  	
  

ì  Examines	
  rela-onships	
  and	
  makes	
  connec-ons	
  across	
  large	
  amounts	
  of	
  data.	
  

ì  Does	
  not	
  aggregate	
  or	
  convert	
  data;	
  instead,	
  it	
  creates	
  and	
  searches	
  a	
  
massive	
  index	
  of	
  the	
  content	
  of	
  the	
  included	
  databases.	
  	
  

ì  Searches	
  across	
  more	
  than	
  122	
  (as	
  of	
  Spring	
  2015)	
  FBI	
  and	
  non-­‐FBI	
  STAS	
  
plans	
  to	
  expand	
  the	
  reach	
  to	
  FBI	
  and	
  other	
  U.S.	
  Intelligence	
  Community,	
  law	
  
enforcement,	
  and	
  public	
  data	
  sets.	
  Based	
  on	
  voluntary	
  contribu=ons	
  of	
  
state,	
  local,	
  and	
  federal,	
  Intelligence	
  Community	
  (IC)	
  and	
  Law	
  Enforcement	
  
(LE)	
  data	
  repositories.	
  	
  

ì  Its	
  Google-­‐like	
  interface	
  returns	
  results	
  from	
  each	
  database.	
  When	
  the	
  user	
  
selects	
  a	
  return	
  for	
  review,	
  DIVS	
  opens	
  that	
  file	
  in	
  its	
  na=ve	
  database.	
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Discovered	
  in	
  FOIA	
  Suit	
  
Colgan	
  v.	
  Department	
  of	
  Jus4ce	
  
14-­‐00740	
  D.D.C.	
  Filed	
  
4/14/2014	
  	
  

FBI	
  Internal	
  Training	
  

-­‐Example	
  of	
  why	
  you	
  
have	
  to	
  specify	
  where	
  
the	
  FBI	
  should	
  search.	
  
	
  
-­‐You	
  don’t	
  want	
  to	
  be	
  
limited	
  to	
  a	
  “standard	
  
search”	
  (UNI/CRS).	
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FBI	
  Internal	
  FOIA	
  Search	
  Training	
  Manual	
  Released	
  In	
  FOIA	
  Case	
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FBI	
  Internal	
  FOIA	
  Search	
  Training	
  Manual	
  Released	
  In	
  FOIA	
  Case	
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  Internal	
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FBI	
  Internal	
  FOIA	
  Search	
  Training	
  Manual	
  Released	
  In	
  FOIA	
  Case	
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FBI	
  Internal	
  FOIA	
  Search	
  Training	
  Manual	
  Released	
  In	
  FOIA	
  Case	
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FBI	
  Internal	
  FOIA	
  Search	
  Training	
  Manual	
  Released	
  In	
  FOIA	
  Case	
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FBI	
  Internal	
  FOIA	
  Search	
  Training	
  Manual	
  Released	
  In	
  FOIA	
  Case	
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FBI	
  Internal	
  FOIA	
  Search	
  Training	
  Manual	
  Released	
  In	
  FOIA	
  Case	
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To	
  share	
  informa-on,	
  
to	
  ask	
  ques-ons,	
  	
  
or	
  for	
  legal	
  
representa-on.	
  	
  

Contact	
  Me	
  

caitlinkellyhenry.com/FOIA	
  
	
  
twider.com/sue_the_fed	
  
	
  
FOIA@caitlinkellyhenry.com	
  
	
  
PGP	
  Key	
  ID	
  	
  
2AFD2A91	
  
	
  
PGP	
  key	
  fingerprint	
  	
  
730F	
  BEBF	
  5CE5	
  182D	
  F8D7	
  	
  2245	
  
C98D	
  B5DE	
  2AFD	
  2A91	
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